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1 Introduction  

1.1 Purpose 


This document defines a communication protocol, which will be as a generic protocol for products involving data communication with each other. Basically this generic protocol serves for communication between a HOST and one terminal devices. 

1.2 Scope

Different aspects of the protocol will be described, which include the electrical interface, data format, and link layer. This generic protocol will be applied for      

1.3 Referenced Document

ISO/IED FCD 14443-1/2/3

Link Layer

The communication protocol is a packet-oriented protocol - all the data exchanged between two communication devices will be based on packet format. 
The data packet starts with the control character ‘STX’ and ends with ‘ETX’, which follows the 8-bit BCC checksum. Besides the checksum is used for error checking, character (byte) time-out and packet (command) time-out are used to re-synchronous the communication.   

1.4 Packet Format

There are two types of data packets. Command Message is the packet Send from the Host to the reader device. The Reply Message is the packet Send from the reader to the Host.

Packet format for Command  Message (Host to Reader)

	STX
	STATION  ID
	DATA LENGTH
	CMD
	DATA[0..N]
	BCC
	ETX


(BCC) =  STATION  ID (DATALENGTH( CMD( DATA[0] ( … ( DATA[n], where  ( is the “EOR”.
Packet format for Reply  Message ( Reader to Host)
	STX
	STATION  ID
	DATA LENGTH
	STATUS
	DATA[0..N]
	BCC
	ETX


 (BCC) =  STATION  ID (DATA LENGTH( STATUS( DATA[0] ( … ( DATA[n], where  ( is the “EOR”.
The following table describes the packet fields:
	Field
	Length
	Description
	Remark

	STX
	1
	0xAA- ”Start of Text’ .It is the starting of a data packet.
	

	DADD
	1
	Device Address, which is used for multi-drop mode, only the reader (device) with matched pre-programmed device address will response the received command packet.

	Address 0x00 is a special address for point-to-point mode communication.  The reader responds to all the packets which has a “0” address. (No Address matching checking will be made.

	DATA LENGTH 
	1
	Length of the data bytes in the packet. 

LENGTH= Number_of_Bytes (TIME/STATUS + DATA[0..N]  )
	The Data Length includes the TIME/STATUS and the DATA field, but not the BCC.

	CMD
	1
	Command field: the command field consists of one command byte.
	Refer the Command Table for listing of commands.

	STATUS
	1
	Reply Status byte: The status replied from Reader to Host 
	This byte is only used for the Reply Packet. 

	DATA

[0-N]
	0 – 123
	The Data Field is a stream of data with variable length, which depends on the Command word. There are also some command have zero length of data field.
If the Data Field of the Command/Reply Message has more then 123 bytes, the reader won’t response and treats this command as an error and wait for another command.
	 

	BCC
	1
	Eight-bit block check sum. The calculation of the check sum includes all the bytes within the package   but excludes the STX, ETX.
	

	ETX
	1
	0xBB:’END of TEXT’ –Which indicates the END of a packet. 
	


2 Command Set

The commands are grouped to different categories. They are System command, ISO14443 standard commands, Mifare Application commands.

	ISO14443 TYPE A Commands (0x03~0x06)

	0x03
	Reqa
	ISO14443A Request Command

	0x04
	Anticoll
	ISO14443A Anti-collision

	0x05
	Select
	ISO14443A Select

	Mifare Application Commands (0x20~0x2F)

	0x20
	CMD_ Read
	The Read command integrates the low level commands (request, anti-collision, select, authentication, read) to achieve the reading operation with a one-step single command.

	0x21
	CMD_ Write
	The  Write command integrates the low level commands (request, anti-collision, select, authentication, write) to achieve the writing operation with a one-step single command.

	0x25
	CMD_GET_SNR
	The GetSnr command integrates the low level commands (request,anticoll,select) to achieve the select card with a one-step single command,and output the card’s Snr

	System command (0x80~0x8F)

	0x82
	SetSerlNum
	Set the reader’s Serial Number(The Seial Number is 8 byte)

	0x83
	GetSerlNum
	Get the reader’s Serial Number And Address


2.1  System Commands
2.1.1 SetSerNum ( 0x82)

Data Field

DATA[0]:          0xcc

DATA[1]:          0xcc

DATA[2~9]:      8 Byte reader’s snr

Response:

STATUS:
0x00 – OK

Data Field

DATA[0]:
0x80
Description

Set the Serial Number from the reader. 
EXAMPLE:

Send Data：        AA  00 0B 82 CC CC  AA BB AA BB AA BB AA BB 89 BB

Response Data： AA 00 02 00 80 82 BB
2.1.2  GetSerNum ( 0x83)

Data Field
N/A

Response:

STATUS:
0x00 – OK

Data Field

DATA[0]:
Device Address

DATA[1..9]:
8 Byte reader’s snr
Description

Get  the Serial Number from the reader.
EXAMPLE:
Send Data：        AA  00 01 83 82 BB

Response Data：AA 00 0A 00 00 AA BB AA BB AA BB AA BB 0A BB
2.2 ISO14443 Type-A Commands

2.2.1 REQA  ( 0x03)

Data Field

DATA[0]:
Request mode

0x26 – Request Idle

0x52 – Request All (Wake up all)

Response:
STATUS:
0x00 - OK

DATA[0..1]:
The two-bytes ATQ response from the card.

Description

Send the  ISO14443 A REQUEST command to the card.
EXAMPLE:

Send Data ：        AA 00 02 03 26 27 BB
Response Data： AA 00 03 00 04 00 07 BB
Anticoll ( 0x04 )

Data Field:
N/A 

Response:
STATUS:
0x00 - OK

Data Field
DATA[0]:
Multi-card flag.

0x00 - One cared detected.

0x01 - Multiple cards detected.   
DATA[1..4]:
UID – the card serial number

Description:

Execute the ISO14443 Type A Anti-collision loop of  cascadelevel1. The card’s UID (serial number) of  cascadelevel1 will be returned. If more then one cards are detected in the field, the Multi-Card Flag will be set.
EXAMPLE:

Send Data：AA  00  01 04  05 BB

Response Data：  AA 00 06 00  00   06 61 62 AE  AD BB  

IF There are two or more  cards in the readable area:

Send Data：AA  00  01 04  05 BB
AA 00 06 00  01   06 61 62 AE  AC BB
2.2.2 Select ( 0x05 )

Data Field

DATA[0..3]:
UID – the UID of the card to be selected. 

Response:
STATUS:
0x00 - OK
Data Field


DATA[0..3]:
UID – the UID of the card to be selected. 


Description:

ISO14443 A SELECT of Cascadelevel1 command.
EXAMPLE:

Send Data ：AA  00 05  05   86 69  F3  7F   63 BB
Response Data：AA  00  05  00  86 69 F3 7F 66 BB
2.3 MIFARE Application Commands

2.3.1 CMD_MF_Read ( 0x20 ) 

Data Field 

 DATA[0]:
Mode Control

Bit0
: Request Mode. 0=Request Idle, 1 = Request All 

Bit1
: Key Select. Select use KeyA or Key B for Authenticaiton

0=KeyA, 1=KeyB
DATA[1]:
Number of blocks to be read (Max 4)

DATA[2]:
The Start Address of blocks to be read(the range is 0~63).

DATA[3-8]:
The six bytes block key 

Response:
Data Field 

STATUS:
0x00 – OK 

DATA[0-3]:
Card Serial Number ( LL LH HL HH )


DATA[4..N]
Data read from the card.


Description:

The Read Command integrates the low level commands (Request, Anti-Collision, Select, Authentication) and let the user to select the card and read data from the memory blocks by a single command. 
EXAMPLE1:    
Send Data：AA 00 0A 20 01 01 10 ff ff ff ff ff ff 3A BB
Response Data：  AA 00 15 00 16 0F F4 7F 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 87 BB
EXAMPLE2:    
Send Data：AA 00 0A 20 01 04 10 ff ff ff ff ff ff 3F BB(Read the data from the 16 block to 19 block )
Response Data：    AA 00 45 00 16 0F F4 7F 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
 

   00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 FF 07 80 69 FF FF FF FF FF FF
 

  C6 BB 
2.3.2 CMD_MF_Write ( 0x21 ) 

Data Field 

DATA[0]:
Mode Control

Bit0
: Request Mode. 0=Request Idle, 1 = Request All 

Bit1
: Key Select. Select use KeyA or Key B for Authenticaiton

0=KeyA, 1=KeyB
DATA[1]:
Number of blocks to be write (Max 4)

DATA[2]:
The Start Address of blocks to be write.(the value’s range is  0~63)

DATA[3-8]:
The six bytes block key
Response:
Data Field 

STATUS:
0x00 – OK 

DATA[0-3]:
Card Serial Number ( LL LH HL HH )


 Description:

The Write Command integrates the low level commands (Request, Anti-Collision, Select, Authentication) and let the user to select the card and write data to the memory blocks by a single command. 
EXAMPLE:     
Send Data：AA  00 1A 21 01 01 10 FF FF FF FF FF FF 11 11 FF FF FF FF FF FF FF FF FF FF FF FF FF FF 2b BB(write 16 byte data to the 16th block of the card )    

Response Data：AA 00 05 00 CE 86 AE 67 84 BB
2.3.3 CMD_GET_SNR (0x25)

Data Field 

DATA[0]:
Request mode

0x00 – Request Idle

0x01 – Request All 

DATA[1]:              00  donot need to execute the halt command

01  need to execute the halt command
Response:
Data Field 

STATUS:
0x00 – OK 
DATA[0]:
FLAG
0x00 – Only one card is in the readale area

0x01 – At least two cards are in the readale area 
DATA[1-4]:
Card Serial Number
Description:

The High Level Value Increment Command integrates the low level commands (Request, AntiColl1, Select) and get the SNR of selected card. 

EXAMPLE:

Send Data：        AA  00 03 25 26  00  00 BB
Response Data：AA 02 06 00 00 16 0F F4 7F 96 BB
3 Error/Status Code

System Error/Status Codes (0x00-0x0F)
0x00
Command OK( success)
0x01                                      Command FAILURE
0x80                                      SET  Success
0x81
SET Failure
0x82
Reader reply time out error


0x83
the card do not exist

0x84
the data is error

0x85
the authentication failure

0x86
Unknown Internal Error
0x89
operation error

0x8f
Reader received unknown command



